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A Forensics Researcher for the Netherlands Forensics Institute
(NFI).
A Microsoft Entreprise Security MVP 2009

A Speaker at various security events, such as PacSec,
BlackHat USA, Europol High Tech Crime Meeting etc.

A Some projects that may interest you:
A HibrShell (http://mww.msuiche.net/hibrshell/)

A Shell for Windows hibernation files manipulation using
Microsoft Debugging symbols and based on SandMan
Framework.

A Win32dd (http://win32dd.msuiche.net)
A Blog about reverse engineering : www.msuiche.net
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A Why?

0 For investigation purposes, incident response,
malware/rootkit analysis, etc.

A Who?

0 Incident response engineers, investigators etc..

A When?

d As soon as possible

A What?
d A copy of the physical memory
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MEMORY IMAGING

Windows External Tools

Crash Hibernation
dump file File Win32DD
(BSOD) (Hibernate)

Crash dump
Raw dump e (withour <% UMP
- BSOD) -
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Raw dump file
A Pros: exact, dd-style copy of physical memory

A Cons: dump file does not contain processor state
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Crash dump file

A Small memory dump
A Kernel memory dump

A Complete memory dump

APros: This is a full memory snapshot of pages used by
Windows Memory Manager. This includes both user-land
and kernel-land. It means both malware and rootkit analysis
can be done. Can be analyzed with WinDbg.

A Cons: This option is not available on computers that are
running a 32-bit operating system and that have 2 gigabytes
(GB) or more of RAM according to Microsoft KB 274598.

11



NEDERLA
NDSFORE
NSISCHINFI
STITUUT

I\/Ierﬁory dump files (3/5)

Microsoft Crash Dump Header

typedef struct _DUMP_HEADER32 {
/* 0x000 */ ULONG Signature;
/* 0x004 */ ULONG ValidDump ;
/* 0x008 */ ULONG MajorVersion ;
/* 0x00C */ ULONG MinorVersion ;
/* 0x010 */ ULONG DirectoryTableBase ;
/* 0x014 */ ULONG PfnDataBase ;
/* 0x018 */ PLIST_ENTRY PsLoadedModuleList ;
/* 0x01C */ PLIST_ENTRY PsActiveProcessHead
/¥ 0x020 */ ULONG MachinelmageType ;
/* 0x024 */ ULONG NumberOfProcessors
/* 0x028 */ ULONG BugCheckCode;

/* 0x02C */ ULONG BugCheckParameterl;
/* 0x030 */ ULONG BugCheckParameter2;
/* 0x034 */ ULONG BugCheckParameter3;
/* 0x038 */ ULONG BugCheckParameter4;
/* 0x03C */ UCHAR VersionUser [32];
/* 0x05C */ UCHAR PaeEnabled ;

/* 0x05d */ UCHAR KdSecondaryVersion
* 0x05e */ UCHAR Spare3[2];

/* 0x060 */ PKDDEBUGGER_DATA64  KdDebuggerDataBlock

union {

/* 0x064 */ PHYSICAL_MEMORY_DESCRIPTOR32

PhysicalMemoryBlock
/* 0x064 */ UCHAR PhysicalMemoryBlockBuffer [700];

1
J
union {

/* 0x320 */ CONTEXT Context ;

/* 0x320 */ UCHAR ContextRecord [120];
}

/* 0x7d0 */ EXCEPTION_RECORD32 Exception;

/* 0x820 */ UCHAR Comment[128];

/* 0x8a0 */ UCHAR _reserved0[1768];

/* 0xf88 */ ULONG DumpType;

/* Oxf8c */ ULONG MiniDumpFields ;

/* 0xf90 */ ULONG SecondaryDataState
/* 0xf94 */ ULONG ProductType ;

/* 0xf98 */ ULONG SuiteMask ;

/* 0xf9c */ ULONG WriterStatus

/* Oxfa0 */ LARGE_INTEGER
/* Oxfa8 */ UCHAR _reserved2[16];
/* 0xfb8 */ LARGE_INTEGER
/* OxfcO */ LARGE_INTEGER
/* Oxfc8 */ UCHAR _reserved3[56];

RequiredDumpSpace ;

SystemUpTime ;
SystemTime ;

} DUMP_HEADER32, *PDUMP_HEADER32,;
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Run[n]

Run[1] MmPhysicalMemoryBlock

Run|[0]

Physical memory ranges defined by Windows memory manager. 13
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Microsoft Crash Dump Header
PHYSICAL MEMORY_DESCRIPTOR®hysicalMemoryBlock

typedef struct _PHYSICAL _MEMORY_DESCRIPTOR
{
ULONGNumberOfRuns ;
ULONGNumberOfPages ;
PHYSICAL_MEMORY_RUN Run[1];
} PHYSICAL_MEMORY_DESCRIPTOR, *PPHYSICAL_MEMORY_DESCRIPTOR;

typedef struct PHYSICAL _MEMORY_RUN
{
ULONGBasePage;
ULONGPageCount ;
} PHYSICAL _MEMORY_RUN, *PPHYSICAL _MEMORY_RUN;

14
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DEMO #1: ACQUISITION
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P dminihator: C:\Windcws\System%_ [E=NEER
cen——

Microsoft Windows [Uersion 6.1.71881 -
Copyright <(c> 2089 Microsoft Corporation. All rights reserved.

C:sWindowsssystem32>wind2dd.exe —d C:snapshot.dmp

Win32dd — v1.2.2.20098608 - Kernel land physical memory acguisition
Copyright <(c> 2887 - 2887, Matthieu SBuiche <http:/ wuww.msuiche.net?>

m

Value
File type: Microsoft crash dump
Acguisition method: MmMaploSpace (>
Content: Original MmPhysicalMemoryBlock

Destination path: S?F?Cinsnapshot .dmp

0.8. Uersion: Microsoft Windows 7 <huild 7188>
Computer name: HOMER-PC

Physical memory in use: L2x
Physical memory size: 3148248 Kb
Physical memory availahle: 1488476 Kb

Paging file size: 6278728 Kb
Paging file available: 3418792 Kb

Uirtual memory size: 2097824 Kb
Virtual memory availahle: 2871784 Kb

Extented memory available: B Kb

Physical page size: 48%6 hytes
Minimum physical addre Bx1 888
Maximum physical addre BxBFDG5 888

Address space size: 3218497536 bytes (3143864 Kbh)>
Acguisition started at: [8-6-208%7 (DD-MM-¥YYYD> 22:6:31 <UTCH]

Processing....Done.

Acquisition finished at: [8-/6-288%2 (DD/MM YYY¥Y> 22:25:5 <UTC>1]
Time elapsed: 18:33 minutes:seconds (1113 secs)>

Created file size: 3215613952 bytes < 3866 Mh>
MtStatus (troubleshooting): BxABRBR1 63

Total of written pages: 7850862

Total of inacessible pages: a

Total of accessihle pages: 785862

SHALl: EY7133432724B0324AE7284BES?26EES25118807

Physical memory in use: 53z

Physical memory zize: 3148248 Kb 3866

Physical memory available: 1465664 Kb 1431

Paging file size: 6278728 Kb 6131
Paging file available: 3380692 Kb 3381

Virtual memory size: 2897824 Kb 2847
Virtual memory availahle: 2871784 Kb 2823

Extented memory available: B Kb a

Bx1808
@xBFD65608

Minimum physical addre
Maximum physical addre

Address space size: 3218497536 bytes (3143864 Kh> ]_53
C:sWindowss\system32 >
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A Initial reason to create win32dd was because of user-
land restriction access to \\Device\\PhysicalMemory

since Windows 2003 SP1.

d That 6s why wi {aBdddsdd andgequkres rAdmenistrator
privileges.

0 &€ a t o%®hklIRUnasloreRunas, to elevate privilege is also very
useful to run win32dd.

A Goal of win32dd is to provide a small, useful swissknife
for Windows memory analysis.

d That 6s why multiple formats are ¢
d That 6s why multiple technical opt
d SHA1 Hashing

19



NEDERLA
NDSFORE

NSISCHINFI
STITUUT

Acquisition

RAW MEMORY DUMP
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A Two ways provided to access to the physical memory through
I targument.

d \\Device\\PhysicalMemory object

AlLevel 0 - Used by default
0 MmMaploSpace() mapping function.
AlLevel 17 win32dd.exe 711 dest_file.bin

A These levels only apply for the raw dumping.

A This dumps the whole processor view, not just the physical
pages used by the Windows memory manager (Mm).
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A 1t means output file size will be bigger than
ohysical memory size.

A If physical memory size is 0x40000000 i it
doesnot mean highest ph
0x4000.

A Then, we have to determine the size of the
physical address space using this formula :
0 (HighestPhysicalPage + 1) * PAGE_SIZE

A Instead of using physical memory size.
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0x40000000

Run[n]

Spare pages.

Reserved
Pages Run[1] MmPhysicalMemoryBlock
For Devices.
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