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¾ Who am I?
·OS/Security Researcher

¾ Objectives
·Introducinga new method of memorydumping
ƺAdvantages

ƺWindows Hibernation File Internals

·Exploitingthis file for:
ƺDefensive(forensics) use

ƺOffensive (offensics) use

·Showingsomedemos

·Givingaway{ŀƴŘaŀƴΩǎnewestrelease :-)



¾ Microsoft namefor « suspend to disk» feature
·AvailablesinceWindows 2000.

·This feature is alsoimplementedin non-MS O.S. (MacOSX, Linux,..)

¾ \ hiberfil.sys
·Yes, this is this file!

· It containsa full dump of the memory

¾ How do I hibernate?
·Start > Hibernate

·Command line:

ƺPowercfg / hibernate (to activate)

ƺShutdown /h (to hibernate)


