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% Whoam|?
» OS/SecunityResearcher
% Objectives
» Introducinga newmethod of memory dumping

Advantages
Windows HibermationFEddnternals

» Exploitingthis file for:
Defensive(forensicy use
Offensive (bffensic9 use
« Showingsomedemos
» Givingaway §ahdy R a neyeSidelease::)



Introduction: ®  Moon

Just what is hibernation?

% Microsoft name for « suspentttadisk » feature
» AvailablesinceWindows 2000.
» Thisfeature is alsoimplementedin non-MS O.S.NlacOSXLinux,..)
% \ hiberfil.sys
» Yesthisisthisfile!
» |t containsa full dump of thememory
% How do Ihibernate?
« Start >Hibernate
» Command line:
Powercfg [/ hibernate (to activate)
Shutdown /h (to hibernate)



